8-40.2. Military Occupational Specialty 254A--Signal Systems Support Technician

a. Licensing/certification requirement. None.


b. Prerequisites. DA Cir 601 series.


c. MOS 254A. MOS 254A is an accession MOS. The enlisted feeder MOS is 25B, 25D and 25U. Other enlisted MOSs are also considered feeder MOSs when holders have unique experience related to MOS 254A duties.


d. Associated SQI.


(1) 0--No special qualifications.



(2) 8--Instructor.



(3) P--Parachutist.



(4) T--Transition (personnel only).



(5) Z--Research, Development, Test, and Evaluation Technician.


e. Associated ASI. 



(1) 2B--Air Assault (personnel only).



(2) 3R--Force Management.



(3) 5W--Jumpmaster (personnel only).



(4) 6B--General Safety Technician (National Guard only).



(5) 6M--Mobilization and Demobilization Operations.



(6) 6P--Master Fitness Trainer.



(7) 6T--Military Auditor (Reserve Component personnel only).



(8) 7Q--Training Development.


f. Qualifications.


(1) WO1/CW2 must--



(a) Complete the Signal Support Technician Warrant Officer Basic Course.




(b) Meet vision and hearing standards of AR 40-501 for assignment of officers to Signal Corps and have full use of both hands.




(c) Be a U.S. citizen. Qualify for a security clearance of SECRET.



(2) CW3 must--



(a) Meet qualifications described in paragraph h(1).




(b) Complete the Signal Systems Support Technician Warrant Officer Advanced Course.



(3) CW4 must--



(a) Meet qualifications described in paragraph h(2).




(b) Complete the Warrant Officer Staff Course (WOSC).


g. Duties.


(1) WO1/CW2--



(a) Manages personnel and equipment assets associated with the operation and interworking of Signal Communication Systems, Automated Information Systems (AIS), Battlefield Automation Systems (BAS), and Tactical Internet (TI). Systems include Combat Net Radio (CNR), Tactical Message Service (TMS), Tactical Operations Center Local Area Networks (TOC LAN), Area Common User System (ACUS), Army Battle Command System (ABCS), and Enhanced Position Locating and Reporting System (EPLRS).




(b) Integrates unit Signal systems into Signal Corps Wide Area Networks.




(c) Develops and supervises unit level maintenance program for signal equipment and associated commercial off the shelf electronic devices.




(d) Manages the installation and operation of radio retransmission and data distribution systems.




(e) Provides training and technical assistance to users of user owned and operated automation and communications equipment.




(f) Implement Information Systems Security (ISS) training plans (levels 1-4).




(g) Conducts AIS security inspections.




(h) Prepares and evaluates the AIS accreditation plan; prepares AIS re-accreditation documentation.




(i) Supervises operation of COMSEC inventory control facilities and manage COMSEC procurement actions.




(j) Supervises personnel operating COMSEC equipment.




(k) Implement procedures for detecting and reporting COMSEC insecurities.




(l) Directs the setup of a personal computer (PC) for stand-alone operation.




(m)Diagnoses BAS/AIS malfunctioning components and directs necessary corrective action.




(n) Implements a tactical intranet/web at brigade and below.




(o) Implements a tactical video teleconferencing system at brigade and below.




(p) Performs systems administration of tactical BAS/AIS and network administration of tactical BAS/AIS at brigade and below.




(q) Provide system administration and Local Area Network (LAN) management for Corps Main, Tactical Command Post (TAC) and rear Command Post (CP).




(r) Plans, installs, operates and maintain signal network support to Battle Field Functional Area information systems.




(s) Configure network and computer systems access restrictions.




(t) Identify, report and initiate corrective action to eliminate network and computer systems virus infections.




(u) Coordinate and conduct Information Assurance (IA) training for command.

(2) CW3--



(a) Performs the duties described in paragraph g(1).




(b) Provides technical guidance and direction to subordinate operating elements.




(c) Supervises all aspects of COMSEC procurement, accounting, distribution and security at division level.




(d) Serves as an instructor writer in Army Service School.



(3) CW4--



(a) Performs the duties described in paragraph g(2).




(b) Consults with staff officers and commanders at Corps level and above to define priorities and provides technical guidance for the interface between organizations and echelons.




(c) Provides technical guidance and direction to subordinate operating and staff elements.




(d) Supervises all aspects of COMSEC procurement, accounting, distribution and security at Corps level and above.


h. Grading and position titles.  The following grades are used to code positions into one of four definable skill levels: W2 equals WO1/CW2, W3 equals CW3; W4 equals CW4; and W5 equals CW5. The grades are listed in the following standards of grade tables:



(1) Table 8-254A-1. Standards of grade TOE/MTOE.



(2) Table 8-254A-2. Standards of grade TDA.

